Privacy Statement A&B005

Related Acts, Legislation, and Standards Privacy Act 1988

Privacy and Data Protection Act 2014

Public Service Act 1999

Privacy Amendment (Notifiable data Breaches) Act 2017
National Disability Insurance Scheme Act 2013

Policy Statement

Beyond Community Services Pty Ltd trading as Above & Beyond Support (ABN 80 646 548 254) (A&B) values the
protection and security of your personal information. We are committed to upholding the privacy rights of all who
connect with the service.

This policy explains which kinds of personal information we collect, store and share, as well as how that information
will be used, shared and protected. This policy also tells you how to you can access or amend your information, seek
further information, lodge a complaint, or share a privacy concern with us.

A&B adheres to all requirements outlined by the:

Privacy Act 1988

Privacy Amendment (Notifiable Data Breaches) Act 2017
Public service Act 1999

National Disability Insurance Scheme Act 2013

You can opt to deal with us anonymously. If so, your personal information is not subject to privacy laws. If you choose
to apply for a role or seek support from the service and wish to still remain anonymous, we may not be able to assist
you (due to impracticality).

Information Collected
A&B collects information which is of a personal and sensitive nature in order for the service to perform its intended
functions and activities. In the course of our general business, we may collect and hold a person’s:

e Name, date of birth, gender & contact details

e Access to and use of our service or supports

e Communication history and data

¢ Information required to comply with regulators & legislators

e Details related to the response and management of complaints or feedback with us

¢ Information regarding health or disability (for participants)

e Qualifications, accreditation, bank account details & other employee records (for staff)

Information we collect is for the following purpose(s):
e Adhering to Commonwealth, State and Territory legal requirements
e Assisting with enquiries, applications and support requests
e Responding to queries from staff, clients, volunteers and community members
e Distributing service updates, news and advice
e Conducting general business (including review & development)
e Carrying out the provision of support

Use & Disclosure of Information

A&B only uses personal information for the purpose intended when it was provided, one of the purposes outlined
above, or when permitted or required to by law. At no time will A&B receive payment or sell personal information to
any entity or individual.

The service aims to only use personal information received for purposes directly related to the provision of support.
When we do need to use or disclose your personal information we:

e Wil limit usage to a ‘needs to know basis’

e Whenever possible we will seek your consent prior

o Will de-identify the content (when appropriate)

e Ensure we gain your consent prior (if information will be transferred overseas)

o  Will take all reasonable steps to prevent a data breach

e  Will not involve third parties, unless you provide consent to do so

Use & Disclosure of Information
A&B takes action to ensure that your personal information is stored securely and only accessed when you have
provided consent, its required under law, or it aligns with the purpose you provided it for.
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Our service regularly updates and audits its systems to ensure they protect your information from loss, misuse,
modification, un-approved access or disclosure. When no longer required or obligated to by law, we destroy, delete
and archive your information in a secure manner.

Our Website
A&B may collect contact information (such as email addresses and IP addresses) via our website (www.ab-s.com.au).
Unless a web user objects via the internet site they consent to A&B collecting and using their personal information for:
e Profiling the type of visitors to the site
e Monitoring the site usage & accessibility

Email addresses gathered or provided via our website will only be used for their intended purpose, including only
being added to mailing lists when specific consent is received. Any person can opt out from A&B’s mailing list by
emailing the word ‘STOP’ to admin@abs.com.au or contacting 0431 330 025.

Cookies
A ‘cookie’ is file which enables a service to assist return traffic more effectively and to monitor site traffic patterns. A
cookie identifies an individual PC or device not an individual person.

A&B uses cookie sessions to maintain contact with its website users during their browsing session and enhance their
experience. Our website is set to notify when a cookie is sent (which may be accepted or rejected). You may also
disable the setting within your internet browser.

External links & Third-Party Sites

A&B's website contains applications and links which are controlled by third parties (for example YouTube, NDIS,
Google, Facebook and Instagram). A&B is in no manner responsible for the privacy practices of third parties, is not
able to comment on their compliance with the Privacy Act, and is unable to comment on the security, accuracy or
accessibility of their sites. We encourage you to use your own discretion if accessing these links, and to review their
privacy policy and commitments.

Accessing & Updating Information
A&B makes every effort for the information it holds to be up to date, relevant and accurate. If a person becomes aware
that information we hold about them is out of date, inaccurate or irrelevant they should contact us to update it. If
required to update a person’s information, we ensure that:

e We act on the request as soon as possible

e Upon their request we will also update any other services or entities we have provided the information to

e We inform you in writing if we are unable to meet the request, including our rationale and complaint contacts

A person may ask to access and review the information we hold about them by contacting us at admin@ab-s.com.au,
calling 0431 330 025, requesting it via our www.abs-com.au, or by writing to PO Box 370 Cessnock NSW 2325. When a
person requests to access or review their personal information, we will:
e Ask them to formally confirm the request and their identity/authorisation to receive the information
e Provide the information as soon as possible and no later than 30 days from the confirmed request
e Provide justification for any; information that can not be accessed, delays, redactions or de-identifications,
accessibility changes, or therapeutic considerations

If a person does not agree with A&B's response to a request for information, we encourage you to let us know via our
complaints & feedback options.

Data Breaches
A&B is committed to the security of your personal information and actively takes steps to prevent data breaches. A
data breach is an incident or event where held personal information is subject to unauthorised disclosure or access,
lost, or damaged.

In any circumstance of a known or suspected data breach occurring A&B will act immediately. The services primary
goal will be to investigate and contain the breach. A&B complies with all legal requirements, including the notification
of serious breaches of data or privacy to the Office of the Australian Information Commissioner (OAIC) and the NDIS
Commission.

If you suspect a data breach may have occurred, or suspect your or someone else’s information may be compromised,
please contact our privacy officer immediately by emailing admin@ab-s.com.au, calling 0431 330 025, requesting it via
our www.abs-com.au, or by writing to PO Box 370 Cessnock NSW 2325.
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Providing a Complaint or Feedback

We value your complaints or feedback and will ensure we are responsive to any advice or contact received. If you
would like to let us know anything about your experience with our service, have a complaint, or a concern related to
our privacy obligations, please contact us via the [Complaint & Feedback] button on our website, or call us on 0431
330 025 (translator & interpreting service available). You may also submit a complaint to us by writing to admin@ab-
s.com.au or PO Box 370 Cessnock NSW 2325.

When receiving your complaint, we will seek to promptly investigate and resolve it, contact you as soon as possible.
Whenever responding to and managing complaints we ensure that:

Any person lodging a complaint or feedback can do so without being fearful of repercussions
Your privacy and communication preferences are maintained as far as possible

You are kept informed of our response plan and its progress

We work with any advocate or support person that you nominate

A structured and recorded process is followed when we respond

We provide you with further contacts and avenues if you are not satisfied with our resolution

Further general information regarding privacy is available from the OAIC website at www.oaic.gova.au
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